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6112 Exchange Street
McFarland, WI 53558
April 21, 2008

Michael Morgan, Secretary
Department of Administration

Karen Timberlake, Secretary
Department of Health and Family Services

Re: Open Records Request
1. Copy of current contract with Harmony Inc. for Social Assistance Management System (SAMS)
. Copies of agendas and minutes of the Nutrition Check Committee from year 2006 to present
3. Copies of the agendas and minutes of the Data Stewardship Committee for year 2000 and a listing of
meetings for years 2001 to present
4. A report on the number of nutrition participants’ records contained in Wisconsin’s SAMS servers

Dear Department Secretaries:

Hundreds of thousands of electronic records containing confidential information of Wisconsin’s elderly and
disabled citizens and their caregivers are warehoused in data centers (with suspected security vulnerabilities)
outside the state of Wisconsin.

Information to populate recipients’ electronic records is collected through a deceptive process that utilizes paper
forms. The forms contain no mention that the information will be entered into a participant’s electronic record.
The attached form appears to be a self scoring stand alone checklist to be discussed with a doctor or other
qualified professional rather than a form to collect information to enable electronic tracking of a client’s
nutrition data.

These electronic records should immediately be removed from the out of state data centers and moved to the
Human Services Resource System (HSRS) at Wisconsin’s data center. The secretive practice should be

discontinued and only necessary information should be collected. A risk assessment as to whether security
breaches might have occurred over the past several years should be conducted.

The eHealth Care Quality and Patient Safety board should consider recommending a law that would prohibit
state or local agencies from circumventing ADM12, HIPAA and state privacy and open meetings laws through
their placing the electronic records in data centers outside the state of Wisconsin. The principles of responsible
data stewardship should be reviewed by all DHFS staff.

This is a follow up to my request of January 31, 2008, to Bureau of Aging and Disability Resources (BADR) -
staff asking that they cite the authority for the practice. Pending a response to that request, I am suspending my
entering data into the SAMS tracking system.

Sincerely,

Do) /3 whn

Fred Buhr, Data Entry Volunteer
McFarland Senior Qutreach Program

Attachments:

Nutrition Checklist mandated to be completed by nutrition participants and entered into 25 electronic fields by
the Nutrition Check Committee effective March 1, 2008

ACLU Model Standards of Fair Information Practices, all of which are violated by the Department’s practice

cc: ACLU and Associated Press
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SOFTWARE AND SERVICES CONTRACGT

Synergy Software Technologies inc. 159 Pear! Street Essex Junction, Vermont 05452

1. Parties. The parties to this Contract are Synergy Software Technologies Inc. (hereafter, CONTRACTOR);
whose address is 159 Pearl Street, Essex Junction, Vermont 05452, and, Wisconsin Bureau of Aging & Long Term Care
Resources, Division of Supportive Living, Department of Health and Family Services, PO Box 7851, 1 W. Wilson Street, Suite 450,
Madison, WI 53707. (hereinafter, CUSTOMER)

2. Purpose of Gontract. The purpose of this contract is to license and implement software products
developed by CONTRACTOR, and to procure related services.

3. Term of Contract and Required Approvals. This Contract is effective as of @,‘((OJ The term of the
Contract is from the date of contract execution through 5{3] ‘ (i . All services shall be completed during this term.

4. Payment.The CUSTOMER agrees to pay the CONTRACTOR for the services described in the challenge grant

proposal including breakdowns of Scope of Service and Time Schedule for Completion of Tasks, which is incorporated herein by
reference. Payment for services under this Contract will be made on a relmbursement basis within 30 days of receipt of an itemized
invoice from the CONTRACTOR approved by the CUSTOMER. i

5 " Res ponsibilities of CONTRACTOR. The services to be provided by the CONTRACTOR are described in
Attachment A — Other Provisions and Agreements, including breakdowns of Scope of Service and any other required special
provisions and agreements, which is attached and made a-part of this Contract by reference.

6. Responsibilities of CUSTOMER.

A. At the request of the CONTRAGTOR, the CUSTOMER will provide technical assistance, direction
and cooperation to assist CONTRACTOR in satisfactorily performing or delivering the software and
services for which CONTRACTOR has been retained.

B. The CUSTOMER shall compensate CONTRACTOR in accordance with item 4.
C. The CUSTOMER shall comply with all the terms of this agreement.
7. General Provisions.
A. Amendments. Any changes modifications, revisions or amendments to this Contract which are

mutually agreed upon by the parties to this Contract shall be incorporated by written instrument, executed and signed by all parties

to this Contract.
B. Americans with Disabilities Act. The CONTRACTOR shall not discriminate against a qualified

individual with a disability and shall comply with the Americans with Disabilities Act, P.L. 101-336, 42 U.S.C. 12101, et seq., and/or
any properly promulgated rules and regulations related thereto.

C. Applicable Law/Venue. The construction, interpretation and enforcement of this Contract shall be
governed by the laws of the State of Vermont. The Courts of the State of Vermont shall have jurisdiction over this Contract.

D. ) Assignment. Neither parly shall assign or otherwise transfer any of the rights or delegate any of
the duties set forth in this Contract without the prior written consent of the other pariy.

E. Compliance with Laws. The CONTRACTOR shall keep informed of and comply with all applicable
federal, state and local laws and regulations in the performance of this Contract.

1 Entirety of Contract. This Centrast,including A ttechment A - Clher Provisions and Agreements
and the Non- D/sclosure Agreement, and any related software license agreements for products being licensed as a part of this
contract represents the entire and integrated Confract between the parties and supersedes alt prior negotiations, representations,
and agreements, whether written or oral.

G. Force Majeure. Neither party shall be liable for failure to perform under this Contract if such failure
to perform arises out of causes beyond the control and without the fault or negligence of the non-performing party. Such causes
may include, but are not limited to, acts of God or the public enemy, fires, floods, epideniics, quarantine restrictions, freight
embargoes, and unusually severe weather. This provision shall become effective only if the party failing to perform immediately
notifies the other party of the extent and nature of the problem, limits the delay in performance to that required by the event, and
takes all reasonable steps to minimize delays. This provision shall not be effective unless the failure to perform is beyond the
control and without the fault or negligence of the non-performing party.

H. indemnification/Hold Harmiess. The Parties shall each release, defend, indemnify, and hold
harmless each other, and their respective officers, agents, employees, successors and assignees from any cause of action, or
claims or demands arising out of the performance of and/or compliance with the terms of this Contract, provided a party need not be
bound by this clause if such cause of action, claim or demand arises out of the negligence of the other.

Synergy Software Technologies Software and Services Contract
Page 1 of 2
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L Independent CONTRAGTOR. The CONTRACTOR shall function as an independent
CONTRACTOR for the purposes of this Contract, and shall not be considered an employee of the CUSTOMER for any purpose.
The CONTRACTOR shall assume sole responsibility for any debts or liabilities that may be incurred by the CONTRACTOR in
fulfilling the terms of this Contract, and shall be solely responsible for the payment of all federal, state and local taxes which may
accrue because of this Contract. Nothing in this Contract shail be interpreted as authorizing the CONTRACTOR or its agents
and/or employees to act as an agent or representative for or on behalf of the CUSTOMER, or to incur any obligation of any kind on
the behalf of the CUSTOMER. The CONTRACTOR agrees that no health benefits, workers' compensation and/or similar benefits
available to employees will inure to the benefit of the CONTRACTOR or the CONTRACTOR's agents and/or employees as a result

of this Contract.

J. Kickbacks. The CONTRACTOR certifies and warrants that no gratuities, kickbacks or
contingency fees were paid in connection with this Contract, nor were any fees, commissions, gifts, or other considerations made
contingent upon the award of this Contract. If the CONTRACTOR breaches or violates this warranty, the CUSTOMER may, at ifs
discretion, terminate this Contract without liability to the CUSTOMER, or deduct from the Contract price or consideration, or
otherwise recover, the full amount of any commission, percentage, brokerage, or contingency fee.

K. Nondiscrimination. The CONTRACTOR shall comply with Presidential Executive Order 11246
entitled, “Equal Employment Opportunity, “ as amended by Presidential Executive Order 11375, and as supplemented in the
Department of Labor Regulations (41 CFR Part 60}, the Civil Rights Act of 1964, applicable Vermont laws, and the Americans With
Disabilities Act (ADA), 42 U.S.C. 12101, et seq. The CONTRACTOR shall assure that no person is discriminated against based on
the grounds of sex, race, religion, national origin, sexual orientation or disability in connection with performance of this Contract.

L. Notices. All notices arising out of, or from, the provisions of this Contract shall be in writing and
given to the parties at the address provided under this Contract, either by regular mail, express mail, or delivery in person.

M. Severability. Should any portion of this Contract be judicially determined to be illegat or
unenforceable, the remainder of the Contract shall continue in full force and effect, and either party may renegotiate the terms

affected by the severance.

N. Taxes. The CONTRACTOR shall pay all taxes and other such amounts required by federal, state
and local law, including but not fimited fo federal and social security taxes, workers' compensation, unemployment insurance and

sales taxes.
O. Termination of Contract. This Contract may be terminated with thlrty days written notice by either

party for cause if the other party fails to perform in accordance with the terms of this Contract. Prior to termination, the breaching
party shall be afforded ten days to cure such breach. CONTRACTOR will be pald no matter which party termmates for alt work
done to the effective date of termination.

P. Titles Not Controlling. Titles of paragraphs are for reference only, and shall not be used to
construe the fanguage in this Contract.

Q. Waiver. The walver of any breach of any term or condition in this Contract shall not be deemed a
waiver of any prior or subsequent breach.

S. Confidentiality. The CUSTOMER recognizes that in the course of negotiating and-execution of this
contract they have been and will continue to be exposed to product plans, proprietary concepts and miscellaneous materials or
information of a confidential nature belonging to CONTRACTOR. CUSTOMER herby agrees to take reasonable measures to
protect such information from disclosure to parties that have not been explicitly authorized to receive or view such materials by
CONTRACTOR. The CUSTOMER agrees to the terms of the attached Non-Disclosure Agreement which are incorporated herein
as if set out in full. . .

2. Signatures.  Inwitness theredf, ‘H° narties to.this Centract, either personally or through their duly. authorized
representatives, have executed thls Contract on the days and dates set out below, and certify that they have read, understood, and
" agreed to the terms and conditions of this Contract.

DATED as of -\d ne 2001.

CUSTOMER:

/%W ﬁ;ﬁf f/q/‘uey EO-HHJ/" Deputy Bureon Doecbor—

f:(lgnatuny Name (B resy 0_#1 o fororet jorn Sysesm® o
Diviston of Manes Pmapd-(il- ’7:(,;’/'; SZ/‘W(

CONTRAG peygy Software Technologies Inc. (EIN 03-0345510) Department of Health «n

Aome, LI'; 700 |

Stdn Eame, Presitiént

Synergy Software Technologies Software and Services Contract
Page 2 of 2
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RECEIVED MAR 1 v 708 1

LICENSE AND SERVICE CONTRACT RENEWAL AGREEMENT

Our reeords indicate that your Heensing andior subseription will expire on 12/31/07. To
assare o simooth renewal process, snd o avoid interraption of services, please:

é ]
| 1. Verily the attached reacwal invoice,  SAMS users oniy (for all other license(s)
oo stop 2 please pay special attention to the lers) on your SAMS
Loonwseds), I i nmm*émn that you verily vowr erganization s Heensing the )
appropriate Tier,  Please sce attached "Prichig S(:Im_:(iuie’ for mlormation on |
? © determining vouwr Tier(s). The client comnt is based on the “Active’ Congumers in
? GAMS, {Open SAMS, click on ‘Customers’, you will see 2 pult down Hate in the
too! bar near the top of the list. St the niiddle pull down Jist to *Active’, Click
‘Apply’. Look jn the lower left comer to see your ‘Active’ consumer cowit.)
; Plause noiify Anyy Alern immnediately with any changes at 802.878.8514 X 7R ar f
5 Yok
' AThCTNEHSY IO YW, COE |
]
2. Subraiit pnvvm;n" or 2 signed porchase order anthorizing the mveice PRIOR o e i
starf dale of your Heense period (o avoid iterruption of services). |
. , . i
A Indicate, by sizping and retuming this Renewal Agroement, vom acceptance and
Yt ; . > i
agreement that vou are bound by the existing tems of vowr contract(s) amul |
leense(sh ‘
{
4, Submiiting payviment, or a gined purchase order, or use of the seflware wdior
subscription services after the above expuwation date, is yowr aflinymtive 1
v: agreement that you are bound by the terms and conditions ol the agreements get j
aut i the attnehied involics. |
CUSTOM g
0, % |
Namip Q*@é mfé%/e% V. Frodram + }3’4@‘7 /fm/%‘% 3/ fﬁ/&é
(/S)mmw Title {;f Date '
Wwfmw%? 5 j‘z‘%ﬁ?& of /i?wm: 2l /)x,&aéz/ﬁz Fesarces
Ageney mmy‘zm adt- T8 (Pm]i Clearkyy (7 4
/,f |
] CONTRACT o
Rich Goodywin, Ditector of Finmueial Operations :

. Baaow duostion, U1 06452 Prone U0QLISEERTA 4 DOL.B79.0514 Fax $02.288.9%02 finail s8{3

¢~“¥‘,’% (e S
s '

Y
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SCAN-X-MESSAGE: NOTSPAM 0:99 S:99 R:95 P:95 M:97 C:98
Return-Path: <IThompson@mcfarland. wi.us>

Content-class: urn:content-classes: message

X-MimeOLE: Produced By Microsoft Exchange V6.5

Subject: FW: [Badgeraginglist] SAMS for Tracking Nutrition Screening Data
Date: Tue, 29 Jan 2008 13:21:35 -0600

X-MS-Has-Attach:

X-MS-TNEF-Correlator:

Thread-Topic: [Badgeraginglist] SAMS for Tracking Nutrition Screening Data
Thread-Index: AchiqUouUON{VFPQRp6xkkiw50BQ4gAApduw

From: "Ingrid Thompson" <IThompson@mcfarland. wi.us>

To: <fredbuhr@merr.com>

X-pstn-neptune: 0/0/0.00/0

X-pstn-levels:  (S:99.90000/99.90000 CV:99.9000 R:95.9108 P:95.9108 M:97.0282
C:98.6951)

Fred,
I'm passing this information along to you. If you need clarification,
I will be glad to get more information. Since I haven't been doing SAMS
myself for several years, I'm not sure how it is different from the
past.
Stay cozy!

Ingrid Thompson

McFarland Senior Outreach Services
POBox 110

McFarland, WI 53558

608 838-7117 x 203
ingrid.thompson@mcfarland.wi.us

From: Badgeraginglist@yahoogroups.com
[mailto:Badgeraginglist@yahoogroups.com] On Behalf Of Amy Ramsey
Sent: Tuesday, January 29, 2008 1:01 PM

To: Badgeraginglist@yahoogroups.com; WisNutrition@yahoogroups.com
Subject: [Badgeraginglist] SAMS for Tracking Nutrition Screening Data

Hi Everyone!
Beginning 3/1/08 all nutrition programs will be required to use SAMS to
track client nutrition data from the new Nutrition Screening Form that

everyone was required to implement by 1/1/08.

For new participants/clients: nutrition programs should begin to use
SAMS for tracking client nutrition data from the new Nutrition Screening
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Form at the participant's first initial assessment.

For participants/clients that are currently on the program and already
entered into SAMS: nutrition programs should begin to use SAMS for
tracking client nutrition data from the new Nutrition Screening Form at
the participant's next reassessment. Nutrition programs do not need to
go back to their initial assessment or previous reassessments and update
information. Again they should begin to enter the required data at the
participant's next reassessment.

Karl Schienker has developed a SAMS Data Entry and Reporting document to
help nutrition programs understand how to enter the required SAMS data.
Please go to: http://dhfsbadr.org/docs/sams/nutritioncheck/. You will

find the SAMS Entry and Reporting instructions that will assist you in
entering the required SAMS data as well as the required Nutrition

Screening Form that all nutrition programs should be using.

If you have questions about this process, please feel free to contact
Karl Schlenker at: schlekm@dhfs.state. wi.us or 608-266-2537.

This data will be very useful to our nutrition programs because it will
allow those at the local level to show nutrition outcomes and it will
allow me to show nutrition outcomes at the state level.

Amy

%ok ok ok ok ok ok % ok

NOTICE: This E-mail and any attachments may contain confidential
information. Use and further disclosure of the information by the
recipient must be consistent with applicable laws, regulations and
agreements. If you received this E-mail in error, please notify the
sender; delete the E-mail; and do not use, disclose or store the
information it contains.

Amy Ramsey, RD, CD
Nutrition/Prevention Specialist

Bureau of Aging & Disability Resources
Division of Long Term Care

1 W. Wilson Street, Room 450

P.O. Box 7851

Madison, WI 53707-7851

(608) 266-5743
ramseas@dhfs.state. wi.us
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SAMS Docs - Nutrition Check Committee, Form, and SAMS Data Entry

NOTE:

Although you can click on certain file types and view them directly within your web
browser, this is not recommended because you will experience slow performance. For
PDF, Word (.doc), and Excel (.xls) files, follow these steps to save a document to your
local hard drive and view it from there.

(1) RIGHT-click on the hyperlink below. .

(2) Depending on your web browser, select [Save Target As] or [Save Link As].

(3) Save the file to your local hard drive - usually your C:\ drive.

(4) Use Windows Explorer to navigate to the saved file on your hard drive and open it
from there.

File Name / Link Size | Description

Nutritiecn Checklist - Assessment Form:
In 2007 Wisconsin's Nutrition Check
Committee standardized a nutrition

T IR - ST 59KB checklist form. This form defines a point
R it e system which must be used by all
Wisconsin nutrition providers (and SAMS
users) to define whether a client is
considered to be at high nutritional risk.

Nutrition Checklist - SAMS Data Entry
Instructions:
Based on committee recommendations,
customized data fields were added to
| Wisconsin's SAMS database which will
145 KB . .
-------- allow users to track improvement/decline
of nutrition within a nutrition provider's
client base. This document demonstrates
how to properly enter this nutrional
assessment data into SAMS.




The Warning Signs of po@ﬂmﬁf'mmdslglEm E RMISNE

health are often overlooked. Use this
checklist to find out if you or someone you
know is at nutritional risk.

Read the statements below.

Circle the number in the yes column for those
that apply to you or someone you Know.

For each yes answer, score the number in the
box. Total your nutritional score.

NUTRITIONAL

HEALTH

YES

I have an illness or condition that made me change the kind and/or
amount of food I eat.

I eat fewer than 2 meals per day.

I eat few fruits or vegetables, or milk products.

‘I have 3 or more drinks of beer, liquor or wine almost every day.

' T have tooth or mouth problems that make it hard for me to eat.

I don’t always have enough money to buy the food I need.

I eat alone most of the time.

I take 3 or more different prescribed or over-the-counter drugs a day.

Without wanting to, I have lost or gained 10 pounds in the last 6 months.

I am not always physically able to shop, cook, and/or feed myself.

NN = ==NIMN D W

(

TOTAL

Total Your Nutritional Score. If it’s -

Remember that warning signs
suggest risk, but do not represent

0-2 Good! Recheck your nutritional score in6  diagnosis of any condition. Turn
months. the page to learn more about the
Warning Signs of poor nutritional
3-5 You are at moderate nutritional risk. health.
See what can be done to improve your eating
habits and lifestyle. Your office on aging,
senior nutrition program, senior citizens
center or health department can help.
Recheck your nutritional score in 3 months. These materials have been adapted from the
Nutrition Screening Initiative, a project of American
Academy of Family Physicians, The American
6 or You are at high nutritional risk. Bring Dietetic Association and National Council on the
more this checklist the next time you see your Aging, Inc.

doctor, dietitian or other qualified health or
social service professional. Talk with them
about any problems you may have. Ask

for help to improve your nutritional health.

The Nutritional Screening Initiative, 2626
Pennsylvania Avenue, NW Suite 301, Washington,
DC 20037. The Nutrition Screening Initiative is
funded in part by a grant from Ross Laboratories, a
division of Abbott Laboratories
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DISEASE Use the word DETERMINE to remind you of the Warning Signs.

Any disease, illness or chronic condition which cause you to change the way you eat, or makes it hard
for you to eat, puts your nutritional health at risk. Four out of five adults have chronic diseases that
are affected by diet. Confusion or memory loss that keeps getting worse is estimated to affect one out
of five or more of older adults. This can make it hard to remember what, when or if you’ve eaten.
Feeling sad or depressed, which happens to about one in eight older adults, can cause big changes in
appetite, digestion, energy level, weight and well-being.

EATiNG POORLY

Eating too little and eating too much both lead to poor health. Eating the same foods day after day or
not eating fruit, vegetables, and milk products daily will also cause poor nutritional health. One in five
adults skip meals daily. Only 13% of adults eat the minimum amount of fruit and vegetables

needed. One in four older adults drink too much alcohol. Many health problems become worse if you
drink more than one or two alcoholic beverages per day.

T ooTH LOSS / MOUTH PAIN

A healthy mouth, teeth and gums are needed to eat. Missing, loose or rotten teeth or dentures which
don’t fit well or cause mouth sores make it hard to eat.

Economic HARDSHIP

As many as 40% of older Americans have incomes of less than $6,000 per year. Having less — or

choosing to spend less — than $25-30 per week for food makes it very hard to get the foods you need to
stay healthy.

REDUCED SOCIAL CONTACT

One-third of all older people live alone. Being with people daily has a positive effect on morale,
well-being and eating.

MuLTIPLE MEDICINES

Many older American’s must take medicines for health problems. Almost half of older Americans
take multiple medicines daily. Growing old may change the way we respond to drugs. The more
medicines you take, the greater the chance for side effects such as increased or decreased appetite,
change in taste, constipation, weakness, drowsiness, diarrhea, nausea, and others. Vitamins or
minerals when taken in large doses act like drugs and can cause harm. Alert your doctor to
everything you take.

INVOLUNTARY WEIGHT LOSS / GAIN
Losing or gaining a lot of weight when your are not trying to do so is an important warning sign that

must not be ignored. Being overweight or underweight also increases your chance of poor health.
NEEDS ASSISTANCE IN SELF CARE

Although most older people are able to eat, one of every five have trouble walking, shopping,
~ buying and cooking food, especially as they get older.

ELDER YEARS ABOVE AGE 80

Most older people lead full and productive lives. But as age increases, risk of frailty and health
problems increase. Checking your nutritional health regularly makes good sense.
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.May 9, 2008:

The web domains named "dhfsbadr.org" and "dhfsbadr.com" are privately owned and contain no affiliation with
the State of Wisconsin. Most content contained herein was originally disseminated via other official means; this
small collection of web pages simply acted as a personal repository. This site was NEVER represented to
anyone as being affiliated with the State of Wisconsin in any official capacity, nor was it represented as a means
of officially distributing any type of state policy.

Unfortunately, the two domain names do contain the letters "dhfs" in them and thus present some potential for
confusion. Because of this fact, DHFS personnel have requested that I remove all content from this web site.

To visit the official web site for the Department of Health and Family Services, State of Wisconsin, please click
here:

http://dhfs.wi.gov

http://dhfsbadr.org/redirect/ 5/1R/7008
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