® Email to Mike Lettman regarding dhfsbadr.org website being privately owned



P Original Message -----

>From: fredbuhr@merr.com <fredbuhr@merr.com>

>To: Lettman, Mike J - DOA

>Sent: Wed Apr 30 13:00:51 2008

>Subject: Serious Security Problem

>

>Mike-

> .

>T've discovered that the Bureau of Aging and Disability Resources (BADR)
>and Harmony have set up an Internet site with the domain name:
>DHFSBADR.ORG. The registered owner, administrator and technician are all
>the same person - Karl Schienker.

>

>Karl Schienker is also Harmony's sole administrator for SAMS in Wisconsin.
>Harmony has provided Schlenker with a development environment to test
>Harmony's products.

>

>All "state" policy mandates for the Nutrition Program have only been posted
>to Schienker's DHFSBADR.ORG Internet site. They have not been approved for
>content by the DHFS Secretary's Office as is required for all other public
>facing sites. There are no discernable security procedures in BADR and
>none of the known forms, reports or processes conform to any identifiable
>standard.

>

>Harmony and BADR are one and the same and have perpetrated the cruelest of
>hoaxes upon Wisconsin's most vulnerable citizens. Every report listing
>participants by all of the 400 plus SAMS data entry operators is a breach

>of privacy for persons listed in that report. If the report is printed, the

>listed participants' privacy may be breached many times, for years to come.
>There are no known confidentiality agreements signed by SAMS data entry
>operators.

>

>There are hundreds of thousands of individuals, their caretakers and
>relative entered in the system resulting in an astronomical number of times
>that privacy has been breached.

>

>Because Harmony and BADR have not followed state law or any recognizable
>security standard, Harmony's total nation-wide system has been vulnerable
>through the Wisconsin gateway since the beginning of SAMS.

>

>] am personally concerned about the security breaches that have occurred
>relative to my e-health record. Schlenker, giving a poorly fabricated

>reason to the director of McFarland's outreach program, revoked my rights
>as a data entry operator to prevent me from accessing the SAMS system.

>

> request that the Department of Administration determine who is



>responsible for indemnifying me, the hundreds of thousands of Wisconsin's
>citizens, and the hundreds of millions of others, nation-wide whose privacy
>has been breached, countless times.

>

>Regards,

>Fred



® Email response from Tonya Harmon, CEO of Harmony Inc. dated 5/7/2008



Subject: Harmony

Date: Wed, 7 May 2008 11:20:29 -0400

From: "Tonya Harmon" <tharmon@harmonyis.com>
To: <fredbuhr@merr.com>

Mr. Behr,

It has come to my attention that you continue to raise security concerns
about our software to our customer, the State of Wisconsin, and to the
media. T am surprised that you continue to have concerns given the
repeated assurances you have received directly from our customer that
these issues have been reviewed and addressed as appropriate.

Here at Harmony, we take the security of our software very seriously.
If you have a concern about a particular security issue that you believe
still exists, I would greatly appreciate that you contact me directly.

To date, our company has never heard directly from you about any
security issue. If you feel that your concerns have not been heard or
addressed, I would be pleased to discuss them with you.

I am concerned, however, that you have some misinformation about our
systems. I would like to address some specific factual inaccuracies in
your Jatest email to our customer:

*  Contrary to your assertion in your email to our client,
Agingnetwork.com runs on Windows 2003, and has since its inception. At
no time has it run on Windows 2000. It appears that your security
concerns are based on an assumption about our operating system that is
not correct. Since you stated in you email that had the system been
running on Windows 2003 it would have been secure, I hope you now
understand that it has been and is secure.

* You seem to be concerned that your concerns were not taken
seriously. Let me assure you, that when your security queries were
brought to the attention of the State, they quickly brought them to our
attention, where they were treated very seriously. We understand that
the State directly contacted you to assure you that the issues had been
reviewed and addressed.

I'would also ask you to be very careful as to what information you
publicly disclose. Information that you may have had access to as an
employee of the State of Wisconsin may be confidential information of
the State or of Harmony and you likely have confidentiality obligations
regarding such information. We would also request that any statements
that you do make about the Harmony system, be factually accurate. To
date, they have not, and Harmony can not continue to allow such
statements to go unchallenged.



We all want to make sure that Harmony software is secure. We believe it
is, but to the extent you have factually accurate reasons to believe it

is not, we are happy to hear from you. We are always assessing our
systems to make sure that our security is where it needs to be to

protect our client’s information.

Regards,
Tonya Harmon
Tonya Harmon| CEO

P. 703.674.5101 | M. 703.628.3101 | Harmony
12120 Sunset Hills Rd. | Suite 500 | Reston, VA 20190

CONFIDENTIALITY NOTICE-~------

This e-mail message, including any attachments, is for the sole use of the intended
recipient(s) and may contain company confidential and privileged information.

Any unauthorized review, use, disclosure, or distribution is prohibited.

If you are not the intended recipient, please contact the sender by reply e-mail and
destroy/delete all copies of the original message.

Email is not a secure form of communication.

Do not use email for storage or transmission of protected health information (PHI)



10
Email resp
onse from Mi
Mike Lettman and DHE S YeSpOnse toim
am_y PAVISTV )
a1, axx < ns
. mv—y



From: "Lettman, Mike J - DOA" <mike.lettman@wisconsin.gov>
To: "fredbuhr@merr.com™ <fredbuhr@merr.com>

Date: Thu, 8 May 2008 16:52:47 -0500

Subject: RE: Serious Security Problem

Hello Mr. Buhr

Thank you for your inquiry concerning security and privacy on DHFSBADR.org. The
Dept of Health and Family Services (DHFS) and their vendor(s) are fully responsible for
that particular site, application and the information it contains. We have forwarded your
request to the DHFS and asked them to respond with answers to your questions.

Attached is a response from the DHFS. If you have any further security or privacy
questions or concerns about this site you should raise those directly with the DHFS.
DHFS has provided the following contact for you:

Kathy Johnson

DHEFS Privacy Officer
608-266-5484
johnskl@dhfs.state.wi.us

Thanks again for contacting us concerning this matter.

Mike Lettman

Director of Information Security

Office of Security

Division of Enterprise Technology
Wisconsin, Department of Administration
P.O Box 7836

Madison, WI 53707-7836

Voice:(608) 224-3898

Attachment Converted: C\AEXECPC\EUDORA\Respons1.doc



Response to Mike J. Lettman, DOA

DATE: May 2, 2008

RE: email from Fred Buhr April 30, 2008
SUBJECT: Alleged “Serious Security Problem”

Fred Buhr, a volunteer at the McFarland Senior Center, presents a series of assertions in
this email which significantly misrepresent the conscientious administration of the Older
Americans Act programs in the Bureau of Aging and Disability Resources (BADR) in
DHEFS. Staff in BADR has been respectful and attentive to Mr. Buhr’s concerns for
several months.

BADR has contracted with Area Agencies on Aging to secure the services of Karl
Schilenker to administer the SAMS Older Americans program information system. Karl is
supervised by an experienced manager in BADR. Policy memoranda, user guides,
technical assistance and information about updates from the software provider (Harmony)
are issued by BADR via email to all SAMS users. Karl is the primary author or
distributor of the information

As a convenience to SAMS users, Karl set up an Internet site where he deposited the
memos and material in response to frequently asked questions. The site includes training
videos related to use of SAMS. All material is previously published and available from
other sources. No secure or private personal information is presented on the site. The site
was established without following protocol for DHFS web postings. The Bureau has
begun transferring the SAMS information to the DHFS website, at which time the stand-
alone website will be shut down. Harmony has not participated in the development or
maintenance of the website. Further, Karl has not benefited in any way from managing
this website, which is merely a repository of work materials for users.

® Mr. Buhr asserts that Karl is Harmony’s sole administrator for SAMS in
Wisconsin. This is not true. Karl is not a Harmony employee. Karl is
Wisconsin’s primary (but not sole) administrator for SAMS.

® Mr. Buhr asserts that Harmony provided Karl with a development environment to -
test Harmony’s products. In fact, Karl declined the offer to participate.

® Mr. Buhr asserts that policy for the nutrition program has only been posted on
Karl’s internet site. This is not true. A manual of policies and procedures has been
published by BADR.

® Mr. Buhr asserts that the Secretary has not approved content for the BADR
Internet site as is required. The Secretary does not approve all web postings; this
responsibility is delegated to the divisions. All material posted as policy was
approved by management within the Division of Long Term Care/Bureau of
Aging and Disability Resources.

® Mr. Buhr asserts that Harmony and BADR are one and the same. This is not true.
The Bureau of Aging and Disability Resources is an agency within the
Department of Health and Family Services, designated as the single state agency



on aging by the federal Administration on Aging. The Bureau has a contractual
relationship with Harmony.

e Mr. Buhr asserts the every report listing participants by data entry operators is a
breach of privacy for all persons listed in the report. This is not true. SAMS users
can only see the names of individuals who are participants in their programs.
County aging offices and their service providers are covered by the same
confidentiality provisions that apply to all public human services programs.

® Mr. Buhr asserts that hundreds of thousands of individuals have had their privacy
breached an astronomical number of times. This is not true. Repeated claims to
that effect can only serve to falsely alarm senior citizens and should be vigorously
denied.

® Mr. Buhr asserts that Harmony and BADR (DHFS) have not followed state laws
or security standards and the SAMS system is vulnerable. We are aware of no
violations of state law. Further, we expect that the forthcoming Third Party
Security audit at Harmony will document the integrity of the system.

e Mr. Buhr asserts that his rights to serve as a data entry operator were revoked for
a “poorly fabricated reason.” This is not true. Mr. Buhr informed Secretary
Timberlake and Secretary Morgan in a correspondence received April 23, 2008,
that he would suspend his data entry tasks as a volunteer because of his concerns
about the SAMS system. Because he stated his intention to discontinue entering
data, there is no need for him to maintain a password. Good security practice
would suggest that when a staff member (or volunteer) resigns from his duties, his
password should be revoked. Therefore, the password used by Mr. Buhr was
changed as a standard security measure. This action was taken in consultation
with McFarland Senior Center and Dane County

® Mr. Buhr asserts that he and hundreds of thousands of Wisconsin’s citizens, and
hundreds of millions nationwide have had their privacy breached countless times.
We are not aware of any documented security breaches of SAMS.



" Pages 7, 10, 12 and 41 of Long Term Care Data Warehouse instructions accessed on 03/07/2010 at:



The InfoView home screen includes a large Forward Health —~ Wisconsin Serving
You logo. It has a panel for the folders that contain reports. To the right of the
logo, there is an area with a colored background that has a link to your personal
Inbox and a link to create a new Weblntelligence document.
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The Universe aiso contains logic that is automatically used when Web
Intelligence creates code for your queries. You do not need to know a
programming language. You do not need to look up and type the exact de}tabase
item names, or be concerned with the way tables link together. Web Intelligence
and the universe do that for you.

Datamart Universe

Datamarts are groups of data warehouse tables related to a single line of
business or subject area, and are designed from the users’ point of view for
analysis purposes.

A Datamart Universe is the BusinessObjects presentation of a Datamart. The
LTCare Datamart Universes are the ones you will most often select, as they are
the friendliest to use.

Each universe presents data from one source system, such as MCO Encounters
or Child Functional Screens. The design of a Datamart Universe has these
qualities:
~1. It allows for maximum flexibility in creating ad-hoc queries. Ask any
question you want.

2. It uses the merged daia about persons, and presents the same data to
each Datamart Universe. Information about a person is consistent.
Merged data means that information is gathered an combined from
multiple systems.

3. It does the same for providers.

4, It provides definitions for coded data.

5. It automates the creation of queries. You do not need to know how to
write code.

6. It provides fields with totals and counts, and objects that perform other

frequently used functions. You do not need to type query code by hand.
The Long Term Care Datamart Universes are:

LTCare Encounter Datamart Universe

LTCare Adult Functional Screen Datamart Universe

LTCare Adult Personal Care Functional Screen Datamart Universe
LTCare Child Functional Screen Datamart Universe

L.TCare Mental Health Functional Screen Datamart Universe

Page 10 of 46
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Public Folders

The second folder group is Public Folders. This folder group contains all the
sub folders appropriate to your organization or job.

Here are two important things to remember about the Public Folders
e Any changes you make affect everyone

The various public folders contain reports that are shared by all users
of the public folder. Be careful when in the Public Folders. If you
move a report, it won't be there for others to see. If you delete a

report, it is deleted for everyone. If you modify a report, it is modified
for everyone.

Warning: Be especially careful about publishing reports to public folders
that contain protected health information. All users that have access 1o
the public folder will have access to the protecied health information.

e Share with others

If you create a report that others want to use, it may be a candidate
for placement in a public folder.

Data Dictionary

The Data Dictionary for a BusinessObjects Universe tells about the data that is in
the Universe. The Dictionary gives the name used for the data, gives a definition
or description of the data, and indicates all of the Universes that have that data.

Page 12 0of 46
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2. Purge the data from the report and then save it. This saves the query and report
layout specifications, but not the data. When a report has many pages of data, it
is thoughtful to purge the data before saving the report.

3. Delete instances of the report. Each time a report is scheduled, it creates a new
instance with the report query, page definition and the current data. When you
look at a list of reports in a folder, the right hand column lists the number of
saved historical instances or snapshots of the report. Deleting instances that are
not needed frees up space.

Using Other Universes

In general, it is wisest to use the Universes with the names LTCare . . . Datamart
Universe.

in some cases, it may be reasonable and possible to combine LTCare DW data with data
from other universes. In order to do this, you will need to know the data very well and
have advanced skills in using Web Intelligence or else get technical help.

When you go into Web Intelligence to create a new document, you see a fist of Universes
from which to choose. The LTCare Data Warehouse universes that are specially
designed for business intelligence and ad-hoc reports have names that begin with
‘LTCare’ and end with ‘Datamart Universe’:

LTCare Adult Functional Screen Datamart Universe .

LTCare Adult Personal Care Functional Screen Datamart Universe
LTCare Child Functional Screen Datamart Universe

LTCare Encounter Datamart Universe

LTCare Mental Health Functional Screen Datamart Universe

Other LTCare Data Warehouse Universes are copies of the source systems, and are not
designed for flexible queries and business intelligence. They are used to investigate
situations where we need to see exactly what is in the source data acquisition systems.
They are:

LTCGare FSIA Audit and Archive (Functional Screen Information Access)
LTC Encounter Audit and Archive
LTC Encounter ODS (Operational Data Store)

Depending on your work functions and security permission, you may have other
Universes to choose from within Web Intelligence. Some examples are Claims Analysis,
CMO Encounter ODS, Family Care, HSRS LTS, and LTCFS-ODS.

These are not part of the LTCare Data Warehouse and are not designed for easy
merging with data from the LTCare Data Warehouse Datamart Universes, but it is
possible using a merged dimension. See the training materials for more information on
merged dimensions. Training materials can be found at
http://dhfs.wisconsin.gov/LTCare/datawarehouse/training.htm

Page 41 of 46
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2 Screen print of website: litip: acinznetwork.com accessed on 02/25/2010
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Events and Conferences

Harmony Blog

£

Harmony News

Harmony 2008 User Conference Highlights Need for
Innovative Solutions to Serve Growing Volume of
Consumers with Stagnant Operating Budgets

" 3 e - el I
| saders from State ana Local Govermment as well 38 Privaie Providers, LiSCUsE e .

RESTOM, VA - August 25, 2008 - Harmeny Information 2ystems. Inc. (Harmany) the
leading provider ef integrated case and financial management salutions for the

health and human senvices (HHS) profesalon. concluded its 2008 International

Users Canference held August 20-22, 2008, The conference focused en the

emeraing challenges facing HHS professianals including these resuiting from an |
increasingly aging poptiaticn.

Harmany hosted prominent health and hurman senices (HHS) professionals from |
state. provincial trihal, and local goveriments as well as private program proniders | |
frarm acress MNorth Ametica, tn a three-day gvenifosused on the complesities of
sening a rapidly growing number of consumers with static or decreasing funding
The Jain the Forcs of Innovation conferencs featursd demonsirations and praduct
readmap discussions for Harmany s new. offihe-shell salutions built on the
campanys next generation infegrated case management platform.

it

This years conference highlighied that HHS organizations afe incrzasingly locking |
for solutions to support programs which kegp censumers In their homes where the, ]
repon nigher quality of life,” s3id Tonya Harman, President and CED of Harmeny |

Yz ara deliahited to have hosted such an incredible group of atendees who ars ,
implemienting hame- and community-based sevices that est satisly consumers '
white decreasing incremental program costs, representing a trus wir-win for |
cansumears and tax pavaers.

|
ldany sessions focused on how integrated cass managemsant saiubions allow HHE2 ‘
profassionals 1o better senve consumers through mare & comprehensive visw of the [
individual. while minimizing papanwork allowing caseworkers to spend more time [
sering their cients Speakers and attendees 3lso demonstrated how integrated i
cass managemeant solutions help deliver censistent care 1o all consumears while '
providing @ svstematic way 1o measure progress and gutcomes. llore than 50 '
nresentaticns were delivered during the conference which includad keynote f
presantations from Francis ABums. Ceputy Assistant Diredtor ih U3, Administration
an Aging. Bill O'Leary. Executive Direetor for Health and Human Serdces for Micrasart
State and Local Govemmeant. and Eob Blancato. Executive Cirecter of the National
aggociation of Nutrition and 3ging Serices Frograms

Apout Harmany informaticn Systems, Inc.

Harmony Infarmaiion Svstems, Inc. tHanmony; is the leading provider of on-demand
integrated case and financial management solutions far the human sarvices
professisfn, Harmaony s pre-configured solutione are designed Tor public and privats
arganizations hat administer 2 broad array of programs and senices. Ths
companys modular solutions provide 3 unified, gross-program perspective of 2ach
cansumer to maximize outcemes while Improving seirvics delivery efficiencias
aptimizing gvary dallar spent. and anauring compliance with funding requiremants.
Harmoeny solutions ars uged by more than 13000 ugers to senice milllons of uman
serices Consumers evary day. For mare information visit warw. harmonvis can.

i | >



14 Communication from BADR to all aging units dated 07/15/2008



DIVISION OF LONG TERM CARE

1 WEST WILSON STREET
POBOX 7851
MADISON Wi 83707-7851

Jim Doyle
- Governor
Telephone: 608-266-2000
- s FAX: . .
Karen E. Timberlake State of Wisconsin X to0 2ar0003
.l . . .
aren &. Him » Department of Health Services dhs.wisconsin.gov

© Secretary

Date: July 15, 2008

To:  County Aging Units
Tribal Aging Units
Area Agencies on Aging

From: James Schmidlkofer ;
Bureau of Aging and Disability Resources

Re:  Privacy Statement

Aging Unit Action Required

Aging units, and their providers, are required to include the “privacy statement” that follows on |
all registration forms, nutrition risk forms, and any other forms used to collect dient—'—speciﬁc
information that is placed in the SAMS database.

“The information you are being asked to provide is needed to determine if you are eligible to
receive Older Americans Act Services and to comply with federal reporting requirements. This
information will be stored in a secure electronic database and will not be used for any other
purpose. Your information will not be shared with another agency without your permission.
This information will not be sold to anyone. You have the right to review your electronic record
and request changes to assure accuracy. -You will not be denied most services if you refuse to
provide this information. If you have questions regarding this, please ask the aging unit staff, =

‘Copies of prospective forms must be sent to the appropriate ared agency on aging for review and
approval, by October 1, 2008. The approved forms must be in use no later than November 1

2008. :
Area Agency Action Required

Area agencies on aging are required to assure aging unit compliance with the privacy statement
requirement. To this end, area agencies are required to submit a written assurance of compliance
by all aging units in their PSA to BADR by November 1, 2008. This should be in the form of 2
single communication, rather than individual assurances of compliance. |

Wisconsin.govy



FAQ's Reqarding Participant Information

1. Q: Are participants of Aging programs required to complete a registration
form in order to receive services?

A: Participants are asked to complete a registration form with basic information,
name, address, dob, etc. This information is used to validate eligibility for aging
programs. An individual will not be denied services if they refuse to complete a
form. However, they should understand that failure {o do so could affect the local

agencies funding.
2. Q: Are there any exceptions to this requirement?

A: Yes, in order for a person to receive either respite or direct services under the
NFCSP, they must complete the registration and functional screen to determine

eligibility. This is a federal requirement.

Additionally, persons receiving home delivered meals are required ’to-undergo an
initial functional assessment, with annual reassessments, to determine their

eligibility_fo-r the program. :

3. Q: Are nutrition programs required to have all participants complete the
Nutrition Screening Form ("Determine Your Nutritional Health Checklist")?

A: Yes, the Administration on Aging (AOA) requires nutrition programs farget
their services to individuals who are at high nutrition risk. - The research based

Nutrition Screening Form ("Determine Your Nutritional Health Checklist") is the
tool that Wisconsin is using to identify persons at high nutritional risk and assist
nutrition programs in reporting this required information.

4. Q: Are nutrition programs required to track other information from the
Nutrition Screening Form in addition to the high nutritional risk information?

A: Yes, in addition, effective 3/1/08 all nutrition programs are required to use
SAMS to track client nutrition data from the "Determine Your Nutritional Health
Checklist" Nutrition Screening Form. Please refer to the SAMS Data En’try and
Reporting document that Karl Schlenker developed to help nutrition programs
understand how to enter the required SAMS data.

5. Q Will a participant be denied a. meal if he/she refuses to complete the
Nutrition'Screening Form ("Determine Your Nutritional Health Checklist")?

A: No, the participant will not be denied a meal. Ifa participant refu

o ; : . ses
the fprm it s their choice and we should respect their choice. Nutrition Pr?gfr—lgni:t
should _however, should encourage participants to complete the Nutrition ’
Screening Form because there may be services, including nutrition counseling



available if they do have a nutrition risk. In addition, AoA requires that persons at
high nutritional risk be identified as part of federal reporting requirements.

6. Q: Does the privacy statement need to be included on all registration forms,
nutrition intake forms, nutrition screening forms, and nutrition dssessment forms?

- A: Yes, the privacy statement is required on all registration forms, nutrition risk

forms, and any otherforms used to collect client-specific information that is
placed in the SAMS database. The Area Agency on Aging will be verifying that
all county forms have the appropriate privacy statement in place. This
requirement takes effect November 1, 2008.



FAQ's Regarding Participant Information - 2

Q: Our county has already developed a privacy statement that we are required to
use on all forms. What should | do? :

A: If you are in this situation submit the forms to your area agency on aging for
review to see if it meets the state standard. _

Q: Are Benefit Specialists required to use the new standard privacy statement
on the forms they use to collect participant information.

A: Yes. There needs to be informed consent to collect and store the data. That
covers all programs including EBS. If they have such a form and it is reviewed
and approved by the AAAs we will allow that, if they do not, they should use the
one provided and approved by our legal counsel.

Q: We often gather participant information from people in an interview as

~ compared to giving the person a form to complete. Are we required fo recite the

standard privacy statement to the person in this instance?

A: Yes.

Q: We often gather participant registration information from people over the -
telephone. Are we required to recite the standard privacy statement to the person

over the telephone?

A: Yes. If you want to follow up with some sort of written privacy statement, that
is at the discretion of the aging unit. This does not apply to conversations over
the telephone, or via email, when you are not registering a client.

Q: We conduct a number of group events like picnics and health fairs. Are we
required to recite/give the privacy statement to the hundreds of people who
attend those events? We don’t coliect any personally identifying information on

those people.
A: No. Aging units, and their providers, are only required to include the privacy

statement on all registration forms, nutrition risk forms, and any other forms used
to collect client-specific information that is placed in the SAMS database or other

electronic database.



15 Screen print of SAMS summary screen of “demo” record accessed on 11/15/2009
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